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ankacilik

gulasyonlar

BDDK)
llkeler Tebligi (BDDK)

Ic Sistemler Yonetmeligi (BDDK)
Destek Hizmetleri Yonetmeligi (BDDK)
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ankacilik

yeni projeler/Urunler olusuyor.
Iretiliyor.

ve
Her gecen gun regulasyonda degisiklik oluyor.

Yeni riskler denetimleri gerektiriyor.
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Bankacilik

Hizmet Regiilasyon
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Bankacilik

Standartlar cercevesinde onlem al!

“Her islemi” kayit altinda tut!
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nkacilik

cak...?

endirme loglari
Uygulama loglari
Veritabani loglari
Trafik loglari
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kacilik

mutlar
ompiler'lar

Debugger'lar
Tracer'lar
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In Riskleri

1 TP ile eristikleri web sayfasindaki
formlara girdikleri bilgileri nasil gorebilir?

Sniffer ?
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Igi web sayfalarint HTTPS
i?

a da sistem yoneticisi sisteme SSH ile erigsen
Kisilerin sifrelerini merak ediyorsa?

Encrypted aktarilan bilgilerin riski, uygulama
belleginde devam ediyor...
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Bellekte Avcilik

Process Trace (ptrace)

PTRACE(Z) Linux Programmer's Manual PTRACE(Z)

NAME
ptrace - process trace

SYNOPSIS
#include <sys/ptrace.h>

long ptrace{enum _ ptrace_request reguest, pid_t pid,
vold *addr, void *data);

DESCRIPTION
The ptrace() system call provides a means by which a parent process may
observe and control the execution of another process, and examine and
change 1its core image and registers. It is primarily used to implement
breakpoint debugging and system call tracing.

0 Secrove Information Security Consulting 12



Bellekte Avcilik (ptrace)

PTRACE_ATTACH

Process'e baglanmak

PTRACE PEEKTEXT, PTRACE PEEKDATA

Process belleginden veri okumak

PTRACE_POKE

EX

, PTRACE_POKEDA

Process bellegine veri yazmak

PTRACE_DETACH

Process'ten ayrilmak
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Bellekte Avcilik

Syscall Trace (strace)

STRACE(1) STRACE(1)

NAME
strace — trace system calls and signals

SYNOPSIS
strace [ ~-dffhigrtttTvxx ] [ -acolumn ] [ —-eexpr ]
-ppid ] ... [ =-sstrsize ] [ -uusername ] [ -Evar=val ]
[ command [ arg ... ] ]

strace -c [ —-eexpr ] ... [ =0overhead ] [ =Ssortby ] [ command [ arag
1 1]

DESCRIPTION
In the simplest case strace runs the specified command until it exits.
It intercepts and records the system calls which are called by a
process and the signals which are received by a process. The name of
each system call, 1ts arguments and its return value are printed on
standard error or to the file specified with the -0 option.
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Bellekte Avcilik (strace

root@bt:~# cat catme

ABCDE

root@bt:~#

root@bt:~#

root@bt:~# strace cat catme

execvel" /bin/fcat", [“cat", “"catme"], [/* 28 vars */]) = @

brik{@) = BxBReBORO

access("/etc/ld.so.nohwcap", F_OK) = -1 ENDEMT (Mo such file or directory)
mmap2(NULL, B192, PROT_READ|PROT_WRITE, MAP_PRIVATE |MAP_ANONYMOUS, -1, @) = @xb77bb0@o
access("fetc/1ld.so.preload”, R_OK) = -1 ENOENT (No such file or directory)
open{"/etc/ld.so.cache", O_RDOMLY) =3

fstate4i(3, {st_mode=5_IFREG|@E44, st_size=60R808, ...}) = 8@

mmapZ (NULL, 69898, PROT_READ, MAP_PRIVATE, 3, B) = @xb77a50@e@

close(3) =0

access("/etc/ld.so.nohwcap", F_OK) = -1 ENODENT (Mo such file or directory)

open("/1ib/t1s/i6B6/cmov/libc.so.6", O_RDOMLY) = 3

read(3, "W17TELFYINIAIAEYEWEL0,BYEY2N 004340\ 3 e 1o e\ oeeem, 1\ 0epdayeyene . .., 512) = 512

fstat64(3, {st_mode=S_IFREG|@755, st_size=1485508, ...}) = 0

mmapZ2 (NULL, 1415592, PROT_READ|PROT_EXEC, MAP_PRIVATE |MAP_DENYWRITE, 3, @) = @xb764T080
mprotect(@xb77a20@88, 4896, PROT_MOME) =8

mmap2({@xb77a3@@e, 12288, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE, 3, @x153) = @xb77a300R
mmap2(@xb77a6@0@, 18664, PROT_READ|PROT_WRITE, MAP_PRIVATE |MAP_FIXED|MAP_ANOMNYMOUS, -1, B) = Bxb77a6ReR
close(3) =8

mmap2 (MULL, 4896, PROT_READ|PROT_WRITE, MAP_PRIVATE |MAP_ANONYMOUS, -1, @) = @xb764e@00
set_thread_area({entry_number:-1 —= 6, base_addr:@xb764eBd@, 1limit:1048575, seg_32bit:1, contents:®, read_exec_only:®, limit_in_pages:1, seg_not_present:®, useable:l}) =8
mprotect{@xb77a300@, B192, PROT_READ) =0

mprotect{@xB@5400@, 4896, PROT_READ) =
mprotect{Bxb77d9080, 4885, PROT_READ) = 8
munmap{@xb7 723008, G9E08) =8

brik{@) = BxBReBORO
brk(@xB1R9000) = BxBlOSaRa
fstat64(1, {st_mode=S_IFCHR|®6@B, st_rdev=makedev(136, 8), ...}) =@
open("catme", O_RDOMLY |O_LARGEFILE) =3

fstate4i(3, {st_mode=5_IFREG|@E44, st_size=6, ...}) =0
read(3, "ABCDE\n", 3276E) =6

write(1l, “ABCDE\n", GABCDE

) =6

read(3, "", 32768) =8

close(3) =8

close(1) =0

close(2) =8
exit_group(@) =17

root@bt:~# I
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vcilik (strace)

eki calismakta olan SSL ve SSH process'lerini
nasil trace edeceqiz?
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vcilik (strace)
lama 1 -

rini trace edelim:
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Bellekte Avcilik (strace)

- Uygulama 1

0006
[ 4| > ][+ ] [@ reps & 110:00.2/ rec
= Apple ﬁus;pmize Links Yahoo! Google Maps YouTube Wikipedia

Authorization Required

401 Authorization Required

"Login” on 10.0.0.2:443.

This server could not verify that you are authorized to access the di
the credentials required.

MName: nsyilmaz

Apachel2 2.14 (Ubuntu) Server at 10.0.0.2 Port 443 Password: [ esssessssnses

To view this page, you must log in to area

Your login information will be sent securely.

| | Remember this password in my keychain

O Secrove Information Security Consulting

| Cancel |

Log In
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Bellekte Avcilik (strace
- Uygulama 1 -

%% nsyilmaz — root@bt: ~

root@bt:~# ps —-ef |grep apache
root 1858 1 B7:15
www—data 1861 1058 B7:15
www—-data 1862 10858 B7:15
www—-data 1863 1858 B7:15
www—data 1864 10858 B7:15
www—data 1865 10858 B7:15
www—data 1869 10858 B7:16
www—data 1124 1058 B7:208
root 1127 18464 B7:22
root@bt:~#
root@bt: &
root@bt: &
root@bt: &
root@bt:~&
root@bt:~% strace -s 512 -f -p 1858 -p 1861 -p 1862 -p 1863 -p 1864 -p 1@65 -p 1869 2> aaa

Ssbinfapache? start
Ssbinfapache? start
Ssbinfapache? start
Ssbinfapache start
Ssbinfapache? start
Ssbinfapache? start
Ssbinfapache? start
Ssbinfapache? start
-—color=auto apache

DD DD D@
R R N I I I

=]
+
n
=
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Bellekte Avcilik (strace
- Uygulama 1 -

e 00 {3} nsyilmaz — root@bt: ~ — ssh — 18149

[pid 1064] gettimeofday({13520@86551, 547771}, NULL)

[pid 1864] gettimeofday({1352886551, 547837}, NULL) =

[pid 1864] gettimeofday({1352086551, 547921}, NULL)

[pid 1@64] stated("/var/www/hede", {st_mode=5_IFDIR|B755, st_size=4896, ...}) =8
[pid 1@E4] open("/var/www/hede/.htaccess", O_RDOMNLY|O_LARGEFILE) = 13

[pid 1864] fcntlB4(13, F_GETFD) =8

[pid 1@8e4] fcntlB4(13, F_SETFD, FD_CLOEXEC) = B

[pid 1064] fstat64(13, {st_mode=S_IFREG|B644, st_size=117, ...}) = @

[pid 1864] read(13, "AuthType BasichnAuthMame “'Login\"‘\nAuthBasicProvider externalynAuthExternal pwauthynAuthzUnixgroup
[pid 1864] read(13, ", 4086) =B

[pid 1864] close(l13) B

[pid 1064] pipel[13, 14]) =0

[pid 1864] fcntle4(14, F_GETFD) =8

[pid 1@8e4] fcntle4(1l4, F_SETFD, FD_CLOEXEC) = B

[pid 1064] rt_sigaction({SIGCHLD, {SIG_DFL, [], SA_INTERRUPT}, {SIG_DFL, [], @}, B) =@
[pid 1864] clone(Process 1130 attached (waiting for parent)

Process 1138 resumed (parent 1864 ready)

child_stack=0, flags=CLONE_CHILD_CLEARTID|CLONE_CHILD_SETTID|SIGCHLD, child_tidptr=0xb7451768) = 1130
[pid 1864] close(13 <unfinished ...=

[pid 1138] close(1d <unfinished ...=

[pid 1864] <... close resumed> ) =

[pid 1864] write(14, "nsyilmaz", &) =

[pid 1064] write(14, "\wn", 1) =

[pid 1864] write(14, "CokGizlisifre", 13) = 13

[pid 1864] write(14, "\n", 1) =1

[pid 1864] close(l14) =0

[pid 1864] waitpid(113@, Process 1864 suspended

<unfinished ...=

[pid 1138] =... close resumed= |

[pid 1138] close(4)

[pid 1138] close(3)

[pid 1138] close(9)

O Secrove Information Security Consulting




vcilik (strace)
lama 2 -
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Bellekte Avcilik (strace)
- Uygulama 2 -

nsyilmaz$
nsylilmazs
nsylilmazs
nsyilmaz$
nsyilmaz$
nsyilmazs
nsyilmaz$
nsylilmazs
eniac:~ nsyilmazs
eniac:~ nsylilmaz% ssh nsyilmaz@l@l.8.8.2
Password: I

eniacs:
eniac:
eniac:
eniac:
eniac:
eniac:
eniacs:

Fr
Fr
Lt
F
F
F
Fr
Fr
Lt
F
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Bellekte Avcilik (strace
- Uygulama 2 -

£ nsyilmaz — root@bt:

root@bt:~# ps -ef |grep sshd

root 1848 1 @& a7:15 7 BR:BB:88 SusrSsbinSsshd -D

root 1877 1848 @& a7:17 7 BR:88:88 sshd: root@pts/ @

root 1136 1894 @ a7:24 pts/s@ BR:8B:88 grep ——color=auto sshd
root@bt:~#

root@bt:~#

root@bt:~#

root@bt:~#

root@bt:~% strace —-s 512 - —-p 1248 2> aaa
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Bellekte Avcilik (strace
- Uygulama 2 -

™ nsyilmaz — root@bt: ~ — ssh — 181x49

fpid
[pid
[pid

11870 =... write resumeds> ) =B

11B88]
1188]

<... select resumed= ) =1 {in [3])
read(3, "%"341e\33EN2T7LICAITINIZIANANZEEMNIBENISINZZ |NWNBE5N237\202_uer 2070 17 un345M 344 334,243, 385,/,222

INMZE3ANZBLAEBLINIZEIMg I WEZ1NZ54AN 2340251 S KANZTERAZION 344030202410 2350262010V 271N 2410 321nM 3150224 2250 3231643564

[pid
[pid
[pid
[pid
[pid
[pid
[pid

11881
1188]
1188]
11871
11871
11871
11871

write(4, "w@w@w@ywrs", 5) = 5

write(4, "sesenevl@nsyilmaz", 12) = 12

read{4, <=unfinished ...=

read{&, "“@seseywr", 4] = 4

read({&6, "swesw@\e’l@msyilmaz", 13) = 13
socketpair{PF_FILE, SOCK_STREAM, B, [4, 7]1) =8
clone({Process 1182 attached (waiting for parent)

Process 1189 resumed (parent 1187 ready)
child_stack=8, flags=CLOME_CHILD_CLEARTID|CLOME_CHILD_SETTID|SIGCHLD, child_tidptr=8xb720E6798) = 1189

[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid

11871
11891
11871
11B89]
1189]
11B8]
11871
11871
1187]
11871
11871
11881
11871
11881
11871
11BEB]
11881
1188]

=... rt_sigaction resumed= {SIG_DFL, [], @}, B) = @

getuid32{ =unfinished ...=

rt_sigaction{SIGCHLD, {@xb7G6edb4d, [], @8}, =unfTinished ...=>

<... getuid3? resumed= ) = @

write(?7, "sesevewnPassword: ", 14 <unfinished ...=

write(d4, "s@\@\eneel7", 5 <unfinished ...=

read({6, =unfinished ...>

=... read resumeds= "“\@% & .8%1", 4) = 4

read(4, "“w@yey@nizew, 4] = 4

read{4, "‘\1vesewewmPassword: ", 15) = 15

write(gs, "w@\@\@#£8", 5 <unfinished ...=

=,.. Fead resumeds= “"\@\@\R#E", 4) = 4

=... write resumed= ) = 5

read{4, =unfinished ...>

write(g, "ses@yeswasesasaswasesaywesesesewesivevewesnPassword: swesesese', 34 =unfTinished ...>=
<... read resumed= "B", 35) = 1

=... read resumed= "“@\@ @)@\ @hseiahsesenenewenesesen1wewew@hnPassword: W@L@LELRY, 34) = 34
write(3, "“%3IZ5%ZZ%236MZ64JUA 38181003210 3I57N 23132433 1NZE50T\Z2TAIZ0GN 34T yNY 20 " V34652423114 321\ 26

51%3B3% 355 WM 331\2647 0383160 314Mt", B4] = B4

[pid
[pid

1188]
1188]

select({4, [3], MULL, MULL, MULL) = 1 {(in [3])
read(3, "%317%355%3645%362ACAIEENZTAAN T\ 27BN\ 241N 2TBMEN 23k~ YRINWZZNZTENIZANNZE2NIZIMP g\ 260, : 344376

24 . y\3I3TW25874\3IB3IPWB251, T3S\ Z2N\362}X~", B1O2Z) = B8

[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid

1188]
11871
1188]
11871
1188]
11871
11881
11871
1187]
1189]
11871

write(d4, "\@\@\@\@260", 5) = 5
<... read resumeds= "“@WOW.@\2EB", 4) = 4

write(d4, "sa\@sesnise ey rCokGizlisiftre", 21 <unfinished ...=
read{6, =unfinished ...=

<,.. Write resumed= ) = 21

<... read resumed= "OQ",6 22] = 1

read{4, =unfinished ...>

read(6, "‘@\esesriseswes\eyrCokGizliSifre", 21)

write(d4, "s@\@\ew22 6", 5 <=unfinished ...=

<... read resumed= "“\@\@4w@\z22", 4) = 4

<... write resumeds= ) = 5



Ozet

kte kalsin :)

uygulamalarin loglari tutulmali

ancak,

Bu loglarin yetersiz oldugu bilinmeli ve daha alt
seviyede her islem (komut vs.) mutlaka kayit
altina alinmali ve gozden gecirilmelidir.
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urler !

senol.yilmaz@secrove.com
"€ @nsyilmaz
nsyilmaz
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